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NORTH STAR NURSERY AND HOLIDAY CLUB
DATA BREACH MANAGEMENT PROCEDURE
This policy is written for Nursery and Holiday Club staff, students, volunteers, parents, and carers. It provides information, guidelines, and rules for effectively managing personal data breaches.
North Star Nursery Ltd has certain obligations under the General Data Protection Regulation 2018 as follows:

(i)  to report certain types of personal data breach to the relevant supervisory authority within 72 hours of becoming aware of the breach, where feasible.
(ii)  if the breach is likely to result in a high risk of adversely affecting individuals’ rights and freedoms, North Star Nursery Ltd must also inform those individuals without undue delay.
(iii)  North Star Nursery Ltd must have in place robust breach detection, investigation, and internal reporting procedures in place.
(iv)  North Star Nursery must keep a record of any personal data breaches.
See Appendix 1.
1.  What is a personal data breach?
A personal data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.  
A personal data breach may include:

· Access by an unauthorized person.
· Sending personal data to an incorrect recipient.
· Computing devices containing personal data being lost or stolen.
· Loss of availability of personal data.

· Alteration of personal data without permission.

2.  What breaches do we need to notify the ICO about?
North Star Nursery Ltd has a duty to notify the Information Commissioner’s Office about certain types of personal data breach.  In deciding when to notify them, we will need to establish the likelihood and severity of the resulting risk to people’s rights and freedoms taking into consideration:
· The adverse effect of the breach on individuals including emotional distress and physical and material damage.

· Whether or not the breach will lead to risks beyond possible inconvenience to individuals.

In the event that a data processor used by North Star Nursery Ltd suffers a breach, then North Star Nursery will inform the ICO and affected clients and staff without undue delay as soon as we become aware of a breach.

North Star Nursery will advise the ICO of a breach within 72 hours of us becoming aware of it.  If North Star Nursery fail to notify the ICO, we may be fined.

2.  What breaches will we notify you about?

North Star Nursery Ltd is under a duty to notify you about a breach if it is likely to result in a high risk to your rights and freedoms.  A high risk situation is one where the impact of the breach is more severe and the likelihood of the consequences is greater than just being an inconvenience to you.  We will notify you directly and without undue delay as soon as we become aware of a breach.

This means that the threshold for notifying you is higher than for notifying the ICO.  We will inform you so that we can help you take steps to protect yourself from the effects of a breach.
3.  How will we notify you?
We will notify you verbally, initially, and in writing thereafter of any breach that is likely to result in a high risk to your rights and freedoms.  We will advise you of any steps we have taken to limit the impact of the breach and in due course will advise you of any further measures put in place to prevent a breach happening in the future.
4.  Recording data breaches

North Star Nursery will record in written or electronic format all breaches of personal data regardless of whether or not they need to be reported to the ICO, their effect and any actions taken as a result.

REFERENCES

Article 29 Data Protection Working Party – Guidelines on personal data breach notification under Regulations 2016/679

ICO Guide to the GDPR – Personal data breaches

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
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Signed ………………………………………………………
Dated ……………………………
Print …………………………………………………………
Nursery Manager

Signed ………………………………………………………
Dated ……………………………
Print …………………………………………………………
Reviewing Committee Member
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Appendix 2

Checklists

Preparing for a personal data breach

☐ We know how to recognise a personal data breach.

☐ We understand that a personal data breach isn’t only about loss or theft of personal data.

☐ We have prepared a response plan for addressing any personal data breaches that occur.

☐ We have allocated responsibility for managing breaches to a dedicated person or team.

☐ Our staff know how to escalate a security incident to the appropriate person or team in our organisation to determine whether a breach has occurred.

 

Responding to a personal data breach

☐ We have in place a process to assess the likely risk to individuals as a result of a breach.

☐ We have a process to inform affected individuals about a breach when their rights and freedoms are at high risk.

☐ We know we must inform affected individuals without undue delay. 
☐ We know who is the relevant supervisory authority for our processing activities.

☐ We have a process to notify the ICO of a breach within 72 hours of becoming aware of it, even if we do not have all the details yet.

☐ We know what information we must give the ICO about a breach.

☐ We know what information about a breach we must provide to individuals, and that we should provide advice to help them protect themselves from its effects.

☐ We document all breaches, even if they don’t all need to be reported.

Someone becomes aware of data breach





Information passed to the Nursery Manager or Senior Team member on duty





Nursery Manager investigates the extent and cause of the breach AND informs the Chair of the Committee





If the breach can be contained, then immediate action should be taken to do so





Nursery Manager assesses the risk to the individual’s rights and freedoms accounting for:





What data has been breached?





Is it likely to cause emotional distress to the individual?





Is it likely to cause physical, material or financial damage to the individual?





What other impact is the breach likely to have on the individual?








The ICO is informed within 72 hours of awareness of a breach giving:


A description of the nature of the personal data breach including the categories and number of individuals and personal records concerned;


The name and contact details of the contact at the nursery where more information can be obtained;


A description of the likely consequences of the personal data breach;


A description of the measures taken, or proposed to be taken, to deal with the breach and mitigate any possible adverse effects.











HIGH RISK: 


If the breach is deemed to be high risk for the individual, the individual will be informed without undue delay; so that steps can be taken to protect themselves from the effects of the breach.





A file is formed of the incident including all relevant records and correspondence. This is securely stored.
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